
Cyber Security Services

Protecting your digital domain with our 

comprehensive cybersecurity services



Empowering Organizations with 
Adaptive Security



Cyber Security Services

Security Awareness

▪ Phishing simulation Service

▪ Customized Phishing Campaigns 

▪ Security Awareness Portfolio

▪ Remediation Guidance

Cyber Threat Intelligence (CTI)

▪ Threat Intelligence Platform Solution

▪ Deception Platform Solution

Continuous Security Assessment

▪ Security Assessment Service

▪ Vulnerability Assessment

▪ Penetration Testing

▪ Red Team Service

▪ Digital Risk Protection Service

Extended Detection & Response 

(XDR)

▪ Security Operations Center Service

▪ Digital Forensics Services

▪ Incident Response Service

▪ SOAR Solution

▪ SIEM Solution

Cybersecurity Talent

▪ Skill Assessment & Training Services

▪ Cybersecurity Staff Augmentation

Governance, Risk & Compliance

▪ Governance, Risk and Compliance (GRC) Services

▪ Evaluate security posture against industry 

framework such as ISO 27001, PCI-DSS, NIST and 

others



Data Security Standards and Controls

Physical Security

▪ Physical Partitioning on client-based 

request, 24/7 monitoring by CCTV and 

security guards, biometric access to 

critical perimeter areas, smart card-based 

access to production area based on 

customer requirements

Internal Network

▪ VLAN partitioning, role-based access 

to Wi-Fi networks and MAC address 

binding

Application Security

▪ AD based Single Sign-on Session Lockout / 

Termination and Role based access to 

applications / Privilege-based access regular 

code reviews / black box hack checks on 

applications

Host Security

▪ McAfee Antivirus, DLP, disk encryption, 

HIPS on select systems and  AVECTO 

privilege access management

Perimeter Network Security

▪ McAfee IPS, CISCO / Juniper Firewall, 

Websense network DLP, Websense 

content filtering

Policies, Procedures & 

Awareness

▪ Information Security Policy, acceptable 

usage policy and Yearly awareness 

program, in line with ISO27001 and global 

security governance standards (certified 

centers around the world)



Project Name: Etisalat - PTCL

Year of Services : 2015

Short Description : Security Assessment 

Services

Project Name: Dubai Islamic Bank

Year of Services : 2021

Short Description : Internal & External 

Vulnerability Assessment & Penetration 

Testing Service

VAPT and GRC

Project Name: Askari Bank Ltd.

Year of Services : 2009/2018

Short Description : ISMS 

Development/Implementation etc. VA/PT 

Infrastructure & Applications/Source Code 

Review

Project Name: MCB Bank Ltd.

Year of Services : 2021 - Ongoing

Short Description : Threat 

Assessment/Risk Assessment / 

Documentation Review / Framework



Solutions

Department of Municipalities and 

Transport - UAE
Technology Stacks : Guardium Database Security 

Brands: IBM

Short Description : Deployment & Integrations of 

IBM Guardium

Etisalat - PTCL

Technology Stacks : SIEM for 30,000 EPS,  

Database Security, Endpoint Security

Brands: IBM, Kaspersky Lab

Short Description : Supply, Installation & 

Configuration, Training, Post-Deployment Support 

MCB Bank Ltd (National & International)
Technology Stacks : XDR, Vulnerability 

Management, Endpoint Security, Configuration 

Management, Penetration Testing Tools, Service 

Desk Manager

Brands: Rapid7, Kaspersky Lab, Titania, CA

Short Description : Supply, Installation & 

Configuration, Training, Post-Deployment Support 

Fatima Group

Technology Stacks : SIEM, Endpoint, Two Factor 

Authentication

Brands: IBM, Kaspersky Lab, CA

Short Description : Supply, Installation & Configuration, 

Training, Post-Deployment Support 

Mobilink Bank

Technology Stacks : Vulnerability Management, File 

Integrity Monitoring, SIEM

Brands: Rapid7, Kaspersky Lab, IBM, New Net 

Technologies

Short Description : Supply, Installation & 

Configuration, Training, Post-Deployment Support

Oil and Gas Development Company Limited 

(OGDCL)

Technology Stacks : Endpoint Security

Brands: Kaspersky Lab

Short Description : Supply, Installation & Configuration, 

Training, Post-Deployment Support



Thank You
North America
205 Warren Street Harrison, 

New Jersey, 07029,

United States

Europe
R Luis de Freitas Branco, 

42-D, 1600-491 Lisbon, 

Portugal

United Kingdom
The Porter Building, I Brunel 

Way, SLI IFQ, 

United Kingdom

Middle East
Business Center 1, M Floor, 

The Meydan Hotel, Nad

AlSheba, Dubai, U.A.E.

South Asia
205, Korang Road, I-10/3 

Industrial Area, Islamabad, 

Pakistan

info@softoo.cowww.softoo.co

Saudi Arabia
Spaces - Riyadh, The Front 

Airport Road 1st Floor, Riyadh

Contact Us!

https://softoo.co/contact/

